












































































































































VIRGINIA HIV/AIDS LEGISLATION 
BY YEAR 

 

2001 
 

SB 824 Amend the existing provision that allows the court to order HIV testing of persons 
charged with certain crimes to establish a procedure for a defendant whose 
competence is at issue. Prior to ordering testing a hearing must be held to 
determine that there is probable cause that the individual committed the crime. 

 

HB 1823 Revises the authority of local governments to regulate tattoo parlors and body-
piercing salons by adding specification of procedures for enforcement of 
compliance with disease control and disclosure requirements and requiring those 
localities that choose to regulate tattoo parlors and body-piercing salons to 
authorize unannounced inspections by appropriate personnel. 

 

2000 
 

HB 141 Creates the Class 6 felony of infected sexual battery when the offender has 
intimate sexual contact with someone knowing he is infected with HIV, Syphilis 
or Hepatitis B with the intent to transmit the infection to another person. 

 

HB 982 Increases the eligibility income from 200 percent of federal poverty level to 250 
percent of federal poverty level. 

 

1999 
 

No legislation enacted. 
 

1998 
 

HJR 269 RESOLUTION: Continued the HIV Joint Standing Committee for two years with 
two meetings per year.  Membership consists of 31 members, including eight new 
members, four from the House of Delegates and four from the Senate. 

 

1997 
 

SB 1050 Includes in the definition of public safety employee, those individuals who are 
victims of or witnesses to a specific crime or any person providing assistance to a 
public safety agency employee, if such victims, witnesses or assisting persons 
have been involved in a possible exposure-prone incident, for only the purpose of 
accessing the procedure relating to notice, consent and testing of persons for 
blood-borne pathogens. (§32.1-45.2) 

 
HB 2174 Public safety employees; testing for blood-borne pathogens; procedure available 

for certain citizens; definitions (§ 32.1-45.2). 
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HB 2416 Added law enforcement officers to deemed consent legislation (§ 32.1-45.1). 
 

HB 2647 Expanded HB 1974 to require that insurance applicants, or their designees, be 
advised of HIV test results (§38.2-613:01). 

 

HB 2764 Required blood-borne pathogen training for all school personnel having direct 
contact with children, and established a notification procedure in the case of 
exposure-prone incidents (§22.1-271.3). 

 

SB 828 Allowed for the voluntary reporting of additional information at the request of the 
Virginia Department of Health for special surveillance or other epidemiological 
studies (§32.1-36). 

 

1996 
 

HB 1148 Continued the premium assistance program for HIV positive individuals, and 
allowed for other funding sources in addition to Ryan White (§32.1-330.1). 

 

HJR 132 RESOLUTION: Continued the HIV Joint Subcommittee as a standing 
subcommittee to meet once each year for two years. 

 

1995 
 

HB 1921 Required practitioners to advise pregnant women in their care about the value of 
HIV testing and to request that they consent to testing (§54.1-2403.01). 

 

HB 1922 Required testing of gamete donors (§32.1-45.3). 
 

1994 
 

HB 485 Established a Premium Assistance Program for HIV positive individuals 
(§32.1-330.1). 

 

HB 673 Legislation enacted that addresses the issue of mental health service providers and 
the duty to protect third parties. (§54.1-2403.2) 

 

SB 395 Expanded deemed consent legislation to include individuals who render emergency care 
or assistance at accident scenes or en route to medical care (§32.1-45.1). 

 

1993 
 

HB 2158 Amended confidentiality of HIV test results to allow for release of mother's HIV 
status to pediatricians caring for child.  Also provided for release of information 
to Departments of Health outside VA (§32.1-36.1). 

 

SB 682 Amended confidentiality of HIV test results to allow release to "other legal custodian" of 
a minor (§32.1-36.1). 

 

SB 829 Expanded deemed consent legislation to include Hepatitis B and C (§32.1-45.1). 
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SB 853 Expanded HIV testing of those convicted of sexual assault to include juveniles (§18.2-
62). 

 

HB 2391 Amended isolation procedures to specify management of airborne illness  
(§32.1-48.02). 

 

1992 
 

HB 568 Established a procedure for obtaining consent for HIV antibody testing in public 
safety agency situations involving exposure prone incidents (§32.1-45.2). 

 

HB 337 Amended HB 815 (1990) to clarify services for victim (§18.2-62). 
 

1991 
 

HJR 436 RESOLUTION: Required Secretary of Health and Human Services to direct 
development of comprehensive AIDS plan for 1991-2000. 

 

1990 
 

SB 340 Provided for testing for convicted prostitutes (§18.2-346.1). 
 

HB 815 Provided for testing of those charge/convicted with sexual assault 
(section 18.2-62) 

 

HB 816 Established procedures for isolation of certain persons with communicable 
disease (amended 1993 HB 2391). (§32.1-43, 32.1-44 and 32.1-45, added § 32.1-
48.01 through 32.1-48.04). 

 

HB 814 Provided immunity to health care professionals who receive HIV test results who 
do not release results to others permitted to receive these results (§32.1-38) 

 

1989 
 

HB 1974 Comprehensive legislation which provided the following: 
Development of model guidelines for school attendance for children infected with 
HIV (§22.1-271.3).  Development of HIV education for college students 
(§239.2:3.2). 
Establishment of a services and education grants program (§32.1-11.1) 
Establishment of pilot treatment centers and regional AIDS resources and 
consultation centers (§32.1-11.2) 
Mandatory reporting of HIV test results (§32.1-36). 
Confidentiality of test results (amended 1990 HB 814, 1993 HB 2158, 1993  
SB 682), (§32.1-36.1). 
Counseling requirements for HIV testing (§32.1-37.2). 
 

Situations involving deemed consent to testing (amended 1993 SB 829, 1994  
SB 395) (§32.1-45.1). 
Additional anonymous testing sites. (§32.1-55.1). 
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Prohibition of donating blood, body fluids, organs, and tissues by persons infected 
with HIV (§32.1-289.2), (§32.1-36 and 32.1-39; added § 2.1-51.14.1, 22.1-271.3, 
23-9.2:3.2, 32.1-11.1, 32.1-11.2, 32.1-36.1, 32.1-37.2, 32.1-45.1, 32.1-55.1 and 
32.1-289.2) 

 

1988 
 

HB 652 Required hospitals, nursing homes, homes for adults, and correctional facilities to 
notify funeral homes if the individual they are transferring to them was known to 
have had any infectious disease prior to death (§32.1-37.1 and 54-260.74:2). 

 

HB 1092 Required health care facilities to notify emergency medical services agencies if a 
patient they have been asked to transfer has an infectious disease (§32.1-116.3). 

 

SJR 31 Established a joint subcommittee to study AIDS, charged with evaluating needs 
and services, reviewing state policies, laws and regulations, and making 
recommendations for legislation. 

 

1983 
 

Emergency regulation by Governor required physician reporting of AIDS cases to 
Department of Health. 
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VIRGINIA HIV/AIDS LEGISLATION 
BY SUBJECT 

 

CONFIDENTIALITY 
 

HB 1974 (1989) Confidentiality of test results (§32.1-36.1). 
 

HB 814 (1990) Amended HB 1974; Immunity to health care professionals (§32.1-38) 
 

HB 2158 (1993) Amended HB 1974; allow release of mother’s HIV status to pediatricians 
caring for child; also provided for release of info to departments of health outside 
VA (§32.1-36.1). 

 

SB 682 (1993) Amended HB 1974; allow release of test results to “other legal custodian” of a 
minor (§32.1-36.1). 

 

DEEMED CONSENT 
 

HB 1974 (1989) Covered situations involving deemed consent to testing Health care 
providers, patients (§32.1-45.1). 

 

SB 829 (1993) Expanded deemed consent legislation to include Hepatitis B and C 
(§32.1-45.1) 

 

SB 395 (1994) Expanded deemed consent legislation to include individuals who render 
emergency care or assistance at accident scenes or en route to medical care 
(§32.1-45.1). 

 

HB 2416 (1997) Expanded deemed consent to include law enforcement officers 
(§32.1-45.1). 
 

EDUCATION 
 

HB 1974 (1989) Development of HIV education for college students (§23.9.2:3.2) 
Establishment of a services and education grants program (§32.1-11.2) 

 

HB 2764 (1997) School personnel training (§22.1-271.3). 
 

INFORMED CONSENT 
 

HB 1974 (1989) Informed consent for testing for HIV (§32.1-37.2). 
 

HB 1921 (1995) Required practitioners to advise pregnant women in their care about the 
value of HIV testing and to request that they consent to testing. (§54.1-2403.01). 
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INSURANCE 
 

HB 816 (1990) Established procedures for isolation of certain persons with communicable 
disease (Insurance Reg. #34, chapter 180, for AIDS); (§32.1-43, 32.1-44 and 
32.1-45, added § 32.1-48.01 through 32.1-48.04) 

 

HB 2647 (1997) Expanded HB 1974 to require that insurance applicants, or their designees, 
be advised of HIV test results (§38.2-613:01). 

 

MANDATORY TESTING 
 

HB 815 (1990) Testing of those charged/convicted with sexual assault (§18.2-62). 
 

SB 340 (1990) Testing of convicted sex workers (§18.2-346.1). 
 

SB 853 (1993) Expanded HIV testing of those convicted of sexual assault to include juveniles 
(§18.2-62). 

 

HB 1922 (1995) Required testing of gamete donors (§32.1-45.3). 
 

NOTIFICATION/REPORTING 
 

HB 652 (1988) Required hospitals, nursing homes, homes for adults, and correctional 
facilities to notify funeral homes if the individual they are transferring to them 
was known to have had an infectious disease prior to death 
(§32.1-37.1 and 54-260.74.2). 

 

HB 1092 (1988) Required health care facilities to notify emergency medical services 
agencies if a patient they have been asked to transfer has an infectious disease 
(§32.1-116.3). 

 

HB 1974 (1989) Reporting of infectious disease, reporting by physicians and lab directors.  
Mandatory reporting of HIV test results. (§32.1-36) 

 

HB 814 (1990) Provided immunity to health care professionals who receive HIV test 
results who do not release results to others permitted to receive these results 
(§32.1-38). 

 

HB 2158 (1993) Provided for release of info to departments of health outside VA 
(§32.1-36.1). 

 

HB 673 (1994) Legislation enacted that addresses the issue of mental health service 
providers and the duty to protect third parties. (§54.1-2403.2) 

 

HB 2647 (1997) Expanded HB 1974 to require that insurance applicants, or their designees, 
be advised of HIV test results within five business days (§38.2-613:01). 

 

HB 2764 (1997) Notification of health departments of exposure incidents in schools 
(§22.1-271.3). 
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SB 828 (1997) Allowed for the voluntary reporting of additional information at the request of the 
Virginia Department of Health for special surveillance or epidemiological studies 
(§32.1-36). 

 

PARTNER NOTIFICATION 
 

HB 1974 (1989) Required that partner notification service be offered to individuals tested 
for HIV (§32.1-37.2). 

 

PLANNING 
 

HJR 31 (1988) Established a joint subcommittee to study AIDS, charged with evaluating 
and services, reviewing state policies, laws and regulations, and making 
recommendations for legislation. 

 

HJR 436 (1991) Required Secretary of Health and Human Services to direct development 
of comprehensive AIDS for 1991-2000. 

 

HJR 132 (1996) Changed joint subcommittee on HIV to a standing committee which would 
meet once a year for two years. 

 

PROCEDURES 
 

HB 1974 (1989) Prohibited of donating blood, body fluids, organs, and tissues sons 
infected with HIV (§32.1-289.2). 

 

HB 816 (1990) Established procedures for isolation of certain persons with communicable 
disease (§32.1-48.01 through 32.1-48.04). 

 

HB 568 (1992) Established a procedure for obtaining consent for HIV antibody testing in 
public safety agency situations involving exposure prone incidents (§2.1-45.2) 

 

HB 2391 (1993) Amended isolation procedures (above) to specify management of airborne 
illness (§32.1-48.02). 

 

SCHOOL ATTENDANCE 
 

HB 1974 (1989) Development of model guidelines for school attendance for children 
infected with HIV (§22.1-271.3). 

 

SERVICES/PROGRAMS 
 

HB 1974 (1989) Establishment of pilot treatment centers and regional AIDS resource and 
consultation centers (§32.1-11.2). 

 

HB 337 (1992) Services for victims of sexual assault (§18.2-62). 
 

HB 485 (1994) Established a premium assistance program for HIV positive individuals 
(§32.1-330.1). 
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HB 1148 (1996) Continued premium assistance program, and allowed for other funding 
sources in addition to Ryan White (§32.1-330.1). 

 

SEXUAL BATTERY 
 

HB 141 (2000) Creates the Class 6 felony of infected sexual battery when the offender has 
intimate sexual contact with someone knowing he is infected with HIV, Syphilis 
or Hepatitis B with the intent to transmit the infection to another person 
(§18.2-67.4:1). 

 

TATTOOING AND BODY PIERCING 
 

HB 1823 (2001) This bill revises the authority of local governments to regulate tattoo 
parlors and body-piercing salons by adding specification of procedures for 
enforcement of compliance with disease control and disclosure requirements and 
requiring those localities that choose to regulate tattoo parlors and body-piercing 
salons to authorize unannounced inspections by appropriate personnel (§15.2-912 
and 18.2-371.3) 

 

TESTING AND COUNSELING 
 

HB 1974 (1989) Mandatory reporting of HIV test results, confidentiality of testing, 
counseling requirements for HIV testing, additional anonymous testing sites 
(§32.1-36, 32.1-36.1, 32.1-37.2, and 32.1-55.1). 

 

SB 1050 (1997) Includes in the definition of public safety employee, those individuals who 
are victims of or witnesses to a specific crime or any person providing assistance 
to a public safety agency employee, if such victims, witnesses or assisting persons 
have been involved in a possible exposure-prone incident, for only the purpose of 
accessing the procedure relating to notice, consent and testing of persons for 
blood-borne pathogens (§32.1-45.2). 

 

HB 2174 (1997) Individual providing assistance to public safety personnel, and a victim or 
witness to a crime (§32.1-45.2). 

 

SB 824 (2001) Amend the existing provision that allows the court to order HIV testing of 
persons charged with certain crimes to establish a procedure for a defendant 
whose competence is at issue. Prior to ordering testing a hearing must be held to 
determine that there is probable cause that the individual committed the crime 
(§18.2-62). 
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COMMONWEALTH OF VIRGINIA 

Virginia Department of Health 
Division of HIV/STD  
1500 East Main Street 

P.O. Box 2448, Room 112 
Richmond, Virginia 23218-2448 



 
Security and Confidentiality Guidelines 

 
 

Certificate of 
Receipt 

 
Your signature below indicates your receipt of the Division of HIV/STD 
Security and Confidentiality Guidelines, including but not limited to: 
• The Division of HIV/STD Confidentiality Statement 
• The Division of HIV/STD Statement of Employee Responsibility 
• The Division of HIV/STD Statement of Conflict of Interest 
[   ]  Check here if a potential conflict of interest exists.  All employees must complete 
the section regarding the Statement of Conflict of Interest 
 
Your signature does not imply agreement or disagreement with the 
guidelines; however, all employees are required to comply with the Division 
of HIV/STD Security and Confidentiality Guidelines. 
 
 
Name (print):______________________________ 
 
Signature:_________________________________        Date:____________ 
 
Supervisor’s Signature:_______________________       Date:____________ 
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CC:     Employee                       Revised 2/21/01 
 Supervisor 

File 
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Virginia Department of Health 
Division of HIV/STD 

Security and Confidentiality Guidelines 
 
 

Preface 
 
The Division of HIV/STD is located in Richmond, Virginia, and along with seven other  
divisions, provides the framework for the Virginia Department of Health (VDH) Office 
of Epidemiology. 
 
The mission of the Division of HIV/STD is to support health districts/departments and 
non-governmental organizations in the prevention and treatment of HIV and other STDs, 
including their complications, through provisions of education, information and health 
care services that promote and protect the health of all Virginians. 
 
The collection, entry and analysis of HIV/AIDS and other STD data are principle 
functions used to shape Division surveillance and prevention activities.  The following 
documentation serves as the official policy and procedural guidance for Division of 
HIV/STD confidentiality and security pertaining to all HIV/AIDS and STD data.  Due to 
the importance and sensitive nature of the Division’s confidential documentation, a 
variety of security issues are repeated throughout these guidelines. 
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I.  Background: Regulatory and Division Documentation 
 
State Reporting Regulations: 
Regulations pertaining to disease reporting within the Commonwealth of Virginia are 
listed in the State Board of Health’s Regulations for Disease Reporting and Control. 
Relevant sections of the Code of Virginia pertaining to the Division of HIV/STD include: 
 
Confidentiality §§ 32.1—38, 32.1-41, 32.1-71, and 32.1-71.4 
Reportable Disease List 12 VAC 5-90-80 
Those Required to Report  12 VAC 5-90-90 
 
Division Documentation: 
Overall Responsible Party: 
The Director of the Division of HIV/STD serves as the Overall Responsible Party (ORP) 
for all Division activities, including the security and confidentiality of HIV/AIDS and 
other STD data.  The ORP signs documentation pertaining to the HIV/AIDS Surveillance 
grant on a yearly basis, certifying appropriate handling and maintenance of security 
measures. 
 
The Division of HIV/STD requires signed documentation, utilizing the enclosed 
Certificate of Receipt for newly hired employees and renewed signatures on an annual 
basis for existing employees, for the purpose of ensuring relevant personnel are initially 
informed and remain familiar with Division policy pertaining to the security and 
confidentiality of sensitive data.  The text of this document addresses issues such as 
confidentiality, conflicts of interest, Division policies, alcohol/ drugs (state policy), 
employee responsibility and information systems security/access.  As an added security 
precaution, Division supervisors are required to complete Division employment, and 
policy and procedure checklists for each employee.  The original signed copy of the 
Certificate of Receipt is kept in the employee’s personnel files.  Signed copies are 
maintained by the supervisor and also provided to the employee for his/her personal 
records. 
 
The Division’s policies and procedures, including the Security and Confidentiality 
Guidelines, are thoroughly documented in the HIV/STD Manual.  Copies of this manual 
are distributed to Division and pertinent local health department staff. 
 
Certificate of Receipt: 
The Certificate of Receipt serves as the official Division documentation pertaining to 
employee knowledge of Division Security and Confidentiality Guidelines.  With the 
exception of potential conflicts of interest, this certificate shall suffice as the only 
Division-specific documentation requiring signature.  It shall be updated annually. 
 
By signing the Certificate of Receipt, the employee acknowledges an understanding of 
the confidentiality policies of the Division of HIV/STD and agrees to abide by such 
policies throughout the course of employment with the Division.  In addition, the 
employee acknowledges that the regulations governing the confidentiality and disclosure 
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of information related to HIV/STD are mandated by the Code of Virginia and that the 
regulations are therefore not necessarily limited to current employees of the Division. 

 
Employment Checklist : 
The Employment Checklist was created for managerial and supervisory use to ensure 
specific issues are addressed and completed during initial employment as well as upon 
termination, including issues such as email, LAN accounts and ID cards.  This checklist 
does not require signatures but should be maintained in both the supervisor’s and the 
official personnel files (see attachment).  Additional spaces are provided for supervisor 
use in the event items not listed on the checklist need to be included. 
 
Statement of Confidentiality: 
All persons working in the Division of HIV/STD are required to maintain and protect 
confidential records and related documents.  To ensure that all Division personnel 
understand and are aware of the responsibilities of maintaining confidentiality, they are 
provided this synopsis of confidentiality requirements to read and understand.  This 
policy applies to any person performing work for, or in conjunction or collaboration with, 
the Division of HIV/STD, including classified, contract, wage and temporary employees.  
All persons must comply with the following procedures. 
 
Physical Security of Records 
All records within the Division are confidential, including personnel records and patient 
files, both paper and electronic.  Only authorized personnel may receive or review 
confidential documents, and only authorized personnel may enter record storage areas.   
No confidential information shall be released to individual(s) not granted access by the 
ORP. Confidential information shall be accessed only by a staff member with the 
authority to access such information, as delegated to individual employees by the 
supervisor, and with an expressed need to access such information.  The employee shall 
exercise good judgment regarding access to information.  All confidential information 
shall be used in accordance with the employee’s job assignments. 
 
Any confidential communication (written, verbal or electronic) shall be shared with other 
persons on a strict need to know basis.  Confidential information shall be shared with an 
authorized individual as designated in Sections 32.1-36.1.A, 32.1-38 and 32.1.41 of the 
Code of Virginia only when an expressed need to receive such information is confirmed.  
The employee shall exercise good judgment regarding the sharing of information. 
 
Confidential information (case reports, databases, line lists, computers, any records with 
identifying information in written, electronic or other format) shall only be removed from 
the office of the Division of HIV/STD for the expressed purpose of conducting the 
official business of the Division at the direction of the employee’s supervisor.  All 
confidential information mailed from the offices of the Division of HIV/STD shall be 
marked CONFIDENTIAL,  TO BE OPENED BY ADDRESSEE ONLY and FIRST CLASS. 
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Confidential information shall be mailed in a manner that does not allow information to 
be revealed without opening the envelope (fold names to the inside) and envelopes shall 
be taped shut to ensure security.  All confidential information carried outside the offices 
of the Division of HIV/STD shall be appropriately safeguarded and shall remain the 
responsibility of the employee until such information is delivered or returned to Division 
offices. 

 
All documents containing patient identifiers shall be secured in a locked file cabinet or 
drawer at the end of the business day.  All documents with identifying information that 
are no longer needed shall be shredded. 
 
Disclosure 
Confidential information should not be given out over the telephone without first 
confirming that the recipient is allowed access to this information.  Confidential 
information shall not be left over voice mail.  Confidential information shall be faxed 
WITH CAUTION.  Confidential information shall not be transmitted via e-mail. 
 
All subpoenas and other legal papers requesting the disclosure of confidential 
information served to any work unit within the Division shall be referred to the Division 
Director for consultation with the Attorney General’s Office. 
 
Patient level data collected under Section 32.1.-36.1 of the Code of Virginia shall be 
exempt from the provision of the Virginia Freedom of Information Act.  This information 
is considered confidential.  “No report published by [a] nonprofit organization, the 
Commissioner, or other person may present information that reasonably could be 
expected to reveal the identity of any patient.  Publicly available information shall be 
designed to prevent persons from being able to gain access to combinations of patient 
characteristic data elements that reasonably could be expected to reveal the identity of 
any patient.”  (Code of Virginia, Section 32.1.-276.9).  Release of any statistical 
information shall follow the “Rule of Three,” as described on page 14. 
 
Electronic Security 
All logon IDs and passwords shall be safeguarded, and passwords shall not be revealed to 
others.  Always exit any confidential databases when not in use.  Employees are 
responsible for all activities performed under their assigned logon ID.  If the system is 
misused under an employee’s password, the employee is responsible.  Access to 
databases on computers, including laptops, shall be password protected.  Passwords shall 
be changed routinely. 
 
Do not print materials with identifying information on general use or unprotected 
printers.  Do not send confidential information via e-mail.  E-mail is not secure and may 
be seen by more people than the intended recipient.  When faxing confidential material, 
notify the intended recipient immediately prior to sending the information.  Remove 
disease identifiers prior to faxing. 
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Custom databases and files with name identifiers on individual workstations, laptop 
computers and diskettes shall be deleted immediately upon completion of projects 
requiring this information.  Data shall be deleted from computers before they are 
reassigned or designated as surplus. 
 
WHEN IN DOUBT, ASK YOUR SUPERVISOR FOR GUIDANCE BEFORE 
SHARING INFORMATION. 
 
Consequences 
Violations of confidentiality and disclosure policies are subject to disciplinary action set 
forth in the Standards of Conduct and Performance and/or prosecution under the law as 
set forth in the Code of Virginia, Chapter 2, Title 32.1 and other applicable regulations. 
 
 
Statement of Conflict of Interest: 
As an employee of the Division of HIV/ STD, you may handle or have access to 
information that is confidential or not routinely available to the general public.  
According to the Virginia Conflict of Interest Act, you cannot pass on information to 
which you have access in your job, nor use it for personal gain or benefit. 
 
Under the Virginia Conflict of Interest Act, Article 2, Section 2.1-639.4:  You may not 
receive outside compensation for work done as part of your official duties.  You may not 
receive compensation for use of your public position or knowledge gained as a public 
employee to obtain a contract for a person or business with a government agency.  You 
may not benefit from confidential information or information that is not publicly 
available.  You may not receive compensation, services or business or professional 
opportunities that may reasonably tend to influence you in the performance of your 
official duties. 
 
The Division of HIV/STD contracts with outside organizations to perform activities such 
as HIV prevention and education in the community.  It is the policy of the Division that 
employees, who participate as members of organizations receiving funds from the 
Division, may not serve as members of the Board of Directors or other governing body or 
as officers in such organizations during the funding period(s).  Refer to the Code of 
Virginia, Article 3, section 2.1-639.6 for additional prohibitions regarding contracts. 
 
Employment activities outside of regular working hours requires the approval of the 
agency to assure no violations of the Conflict of Interest Act occur.  Employees desiring 
outside employment should submit an "Outside Employment Form" prior to beginning 
outside employment (Department of Health Policy Rule No. 9.5). 
 
Federal law limits the political activities of governmental employees.  If your position is 
federally funded, you are prohibited from running for public elected office as a partisan 
candidate.  No employee may campaign for themselves or others during working hours 
(Employee Handbook 1992-95, pp. 37-38). 
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Violations of the Virginia Conflict of Interest Act will lead to disciplinary action as set 
forth in the Standards of Conduct and Performance and/or prosecution under law. 

 
 

_____ I currently have no potential conflict of interest.  I understand the policies as set 
forth above and agree to inform my supervisor in the event a potential conflict of 
interest arises. 

 
_____ I am a member of the following organization that may potentially receive funds 

from the Division of HIV/STD: ____________________________.  This 
organization does not currently receive funding from the Division of HIV/STD.  I 
understand that I may hold a position of authority within this organization as long 
as the organization receives no funding from the Division of HIV/STD, but in the 
event that this organization is awarded funding from the Division, I would be 
required to resign such a position immediately to avoid a potential conflict of 
interest. 

 
_____ I am a member of the following organization that receives funds from the 

Division of HIV/STD: ____________________________.  I am not a member of 
the Board of Directors or other governing body nor am I an officer in this 
organization.  I understand that as long as this organization receives funds from 
the Division of HIV/STD, I am prohibited from holding any such position. 

 
_____ I am a member of the following organization that receives funds from the 

Division of HIV/STD: ____________________________ and I hold the 
following position of authority in this organization: ______________________.  
In order to avoid a potential conflict of interest, I agree to resign from the above 
stated position.  I understand that as long as this organization receives funds from 
the Division of HIV/STD, I am prohibited from holding any such position. 

 
 
Statement of Employee Responsibility: 
All employees of the Division of HIV/STD are individually responsible for state property 
directly issued to them during the course of employment.  Such property may consist of 
state identification cards, building access cards, parking permits, cell phones, pagers, etc.  
Specific computer hardware and software are also the responsibility of the employee to 
whom the equipment is provided.  These items are state property and must be returned to 
the Division upon request or termination of employment. 
 
The state identification cards and building access cards are for use by the designated 
employee only.  The employee shall not allow any unauthorized use of either of these 
cards.  It is the employee’s responsibility to immediately notify their supervisor in the 
event either of these cards become misplaced or lost.  Upon resignation or termination of 
employment, the employee shall return both the state identification card and the building 
access card to their immediate supervisor. 
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Parking permits are available to classified, wage and contractual employees.  Classified 
employees who elect to contract for this parking can have the monthly fee subtracted 
from their paycheck via payroll deduction or pay by check or cash on a monthly basis.    
Wage and contractual employees do not have the option of payroll deduction; monthly 
fees must be paid in advance to the parking coordinator each month.  Failure to pay the 
parking fee will terminate the employee’s parking contract.  It is the employee’s 
responsibility to cover any costs related to the loss of the parking permit or the failure to 
return the permit to their immediate supervisor upon termination of employment.  Any 
outstanding balance not paid in a prompt manner will be turned over to the Department’s 
collection agency. 
 
Computers, peripheral equipment and software shall not be removed from the Division of 
HIV/STD, for any reason, without prior supervisory approval.  Any computer or 
peripheral equipment designated as check-out equipment that is removed from the 
premises shall be documented on the PC Equipment Logout Calendar. 
 
All equipment such as copiers, fax machines, telephones, pagers and computers 
(including e-mail) are for official state use only.  Any misuse related to these items will 
be dealt with on an individual basis. 
 
In addition to the above issues, each employee is individually responsible for the 
following: 1) maintaining confidentiality of all division data and information; 2) ensuring 
clearance of all issues that may pose a conflict of interest; and 3) ensuring compliance 
with the Commonwealth of Virginia’s Policy on Alcohol and Other Drugs. 
 
Division Policies & Procedures Checklist: 
This checklist serves to ensure that pertinent issues have been fully addressed and 
understood by newly hired employees.  It includes a review of issues such as   
confidentiality, break/lunch schedules, smoking policies, etc.  The original copy of this 
completed form is kept in the Division’s official personnel files.  Copies are maintained 
by the supervisor and employee. 
 
 
Equipment Logout Form/Calendar: 
Equipment such as laptop computers as well as LCD projectors may be checked out for 
official work-related activities.  Equipment checked out by Division staff are monitored 
by the HRDP User Liaison.  The logout form/calendar for acquiring such equipment is 
located within the HRDPs office.  The recipient is required to record the specific 
equipment to be used, expected date of return and his/her initials.  Upon return of the 
equipment, the borrower initials the form/calendar on the day the equipment was 
returned. 
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II. PHYSICAL SECURITY 
 
Building Access 
The Virginia Department of Health is currently housed at Main Street Station  (MSS), 
1500 East Main Street, Richmond, Virginia.  Building access is monitored via an 
employee entry card system.  The access card can be used at any time of the day and 
must be used to enter the building at all entrances except the main VDH entrance at 
Franklin Street.  This entrance is open to the public during normal business hours and is 
accessible via the access card system after hours. 
 
Employee Identification (ID) Badges 
All VDH employees have been provided identification badges.  This ID includes a color 
photo image of the employee, as well as the employee’s signature. 
 
 
Division of HIV/STD 
Office Accessibility 
The Division of HIV/STD is currently housed in 8 office locations within MSS.   
Division offices which involve work-related activities using personally identifiable 
information are deemed confidential areas and are locked during non-business hours.  
Access to these areas during working hours is limited to those employees whose positions 
require such accessibility.  Keys to these rooms are also limited to only a few individuals.  
Non-Division staff and any other unknown individuals are questioned upon entrance to 
any of these rooms by the first Division employee who identifies the person attempting to 
enter a secure area.  Signs are also posted at the entrances to these rooms stating that no 
unauthorized individuals are allowed. 
 
Two additional keys to the secure room used by the HIV/AIDS Surveillance Program are 
maintained by the HIV/AIDS Program Coordinator.  These keys are checked out by 
surveillance consultants or other staff when such individuals request to perform work 
outside of regular business hours.  With supervisory approval, such keys may be checked 
out for a specified date.  The HIV/AIDS Program Coordinator monitors this process and 
ensures keys are returned appropriately. 
 
Cleaning crews can not access confidential areas outside of regular business hours.  All 
cleaning and regular maintenance is performed between the hours of 8am-5pm. 
 
File Room Accessibility 
The Division of HIV/STD file room is a secure room enclosed within a larger access-
controlled office.  The file room is equipped with an electronic monitoring system that 
records the user, date and time of file room access.  This system requires that users have a 
unique pass code.  When the alarm sounds, the monitoring site calls a specified phone 
number (HIV/AIDS Program Coordinator) within the Division.  If the person on the 
phone can not provide the appropriate information, police are dispatched to the scene.   
The Director of Statistics & Data Management records all such instances and serves as 
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the liaison between the Division and the security firm responsible for monitoring the 
system. 
 
File Cabinet Accessibility 
All filing cabinets used by staff handling confidential data shall be equipped with bar 
locks, in addition to any pre-existing locking mechanism.  Any confidential information 
being worked that is not immediately returned to the file room or does not reside in the 
file room, i.e. ADAP data, is locked within these filing cabinets at the end of each 
workday.  Keys to the filing cabinets are maintained by the individual employees.  A 
spare key is always maintained by the office manager. 
 
 
III. COMPUTER SECURITY 
 
Each employee is responsible for protecting his or her own workstation and laptop, if 
applicable, regarding confidential information.  This responsibility also includes the 
protection of office door keys, file cabinet/desk keys, diskettes and passwords/codes that 
would allow access to confidential information or data.  All data-related papers and 
diskettes must be stored appropriately when staff are away from their work areas.  This 
includes proper filing at the end of a workday and appropriate precautions for short 
durations during work hours. Each employee must exercise necessary precautions not to 
infect data-related software with computer viruses and not to expose hardware to extreme 
temperature variations. 
 
The Division of HIV/STD HRDP User Liaison maintains an inventory of all computer-
related equipment.  All accessories are logged as well as to whom equipment has been 
assigned. 
 
 
Network Accessibility 
The Division of HIV/STD uses Novell 5.0 for its local area network operations.  All 
confidential databases are stored on the network; however, user rights to such files have 
been limited to, and such files can only be seen by, required staff.  All network users have 
unique passwords that require forced changes every 40 days.  Intruder lockouts occur 
once an incorrect password has been attempted several times.  Only the system 
administrator (HRDP User Liaison, HRDP User Liaison back up or the Director of 
Statistics & Data Management) can reset the user’s account.  With a few exceptions, user 
accounts are limited to 1 login at a time.  This helps to control PCs being left connected 
to the network inadvertently, thus decreasing likelihood of unauthorized access. 
 
Passwords for required network processes are maintained in writing by the Director of 
Statistics and Data Management in an undisclosed location, known only by the above 
individual, the HRDP User Liaison and the HRDP back up technician.  These passwords 
are contained in a sealed envelope, signed by the Director of Statistics and Data 
Management across the seal and taped shut.  In the event any of the three above staff 
members terminate employment with the Division of HIV/STD, or if the envelope is 
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considered to have been tampered, the passwords and the location of the envelope are 
immediately changed.  Any changes to network user accounts and/or associated user 
rights must be approved by the Director of Statistics and Data Management.  
Maintenance of user accounts is performed by the HRDP User Liaison. 
 
 
Database Accessibility 
Confidential databases used by the Division of HIV/STD are maintained solely on the 
Network.  All such database files are structured with rights limited to staff whose job 
requires such access.  Within STD*MIS, individual user accounts and rights are set up 
and maintained by the Central Registry Unit (CRU) supervisor.  User accounts and rights 
within HARS are maintained by the Statistical Analyst, Senior in charge of HARS reports 
and analysis.  Any changes to user accounts and/or associated user rights must be 
approved by the Director of Statistics and Data Management. 
 
Currently, the Division is working with CDC on a pilot program to access HARS 
database information remotely.  All such access shall be performed within the limits of 
the pilot project. 
 
 
PC Workstation Accessibility 
All PCs within the Division of HIV/STD are required to be turned off at the end of each 
workday.  Staff with PCs that access confidential information shall ensure that such 
databases are closed and/or the PCs are turned off when leaving the work area for periods 
of time such as lunch breaks.  When PCs are left unattended for short durations such as 
bathroom breaks, monitors should be turned off to reflect a blank screen. 
 
All Division staff are required to report any suspicious activity involving their PC 
immediately to their supervisor.  In such instances, Division management may decide to 
include a BIOS password on the PC as an added security precaution. 
 
Any PC in a non-secure location used to access or utilize confidential information shall 
be protected by a BIOS password.  Also, database access shall only be performed while 
physically located at the PC.  Any absence from the PC, such as bathroom breaks, 
requires that the database be completely closed; turning off the monitor is unacceptable in 
such locations.  The PC monitor must also be situated such that it can not be easily 
viewed by persons other than the user. 
 
 
PC-related Surplus, Redistribution and Disposal 
Any PC-related equipment, i.e. desktops, laptops, servers, etc. tagged for state surplus or 
redistribution shall first be reviewed by the HRDP User Liaison to ensure confidential 
data is absent from the hard drive.  All such equipment shall be cleared of any potential 
confidential information using Norton WipeInfo®.  Server hard drives shall be removed 
from surplus items and retained by the Division of HIV/STD.  Such items shall be stored 
in the electronic file room for added security.  Desktop PCs are either stripped of their 
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hard drives or have a low level format performed using Novell.  If a desktop PC is being 
redistributed to other staff within the Division, a check is performed to ensure 
confidential data is absent from the machine.  Diskettes used to store confidential 
information for a specific task shall be cleared of all potential data immediately after 
completion of the task using Norton WipeInfo®.  When disposing of a 31/2” diskette, the 
sliding metal cover must be removed from the diskette.  An object such as a letter opener 
or pen/pencil must be used to punch a hole through the data sleeve inside the plastic 
casing.  Scissors or a shredder must be used to destroy old 51/4” floppy diskettes. 
 
 
 
IV.  DATA-RELATED SECURITY AND CONFIDENTIALITY 
 
Authorized Data & Database Usage 
User accounts for confidential databases are maintained by specified staff and supervised 
by the Director of Statistics and Data Management.  Network access to specified 
databases is maintained by the HRDP User Liaison (see Database Accessibility section 
on page 9).  Access to confidential surveillance information is limited to staff who 
require such information to perform their work activities.  User accounts are deleted 
immediately upon termination of an employee’s need to access a confidential database 
system. 
 
Authorized access to confidential areas/databases are as follows: 
 
 
Electronic File Room 
Director, Division of HIV/STD 
Director of Statistics & Data Management 
HIV/AIDS Surveillance Coordinator 
HIV/AIDS Epidemiology Consultants (4) 
HIV/AIDS Pediatric Coordinator 
HIV/AIDS and HIV1 Counseling and Testing Clerk 
Statistical Analyst, Sr.’s  (2) 
Statistical Analysts (2) 
CRU Data Entry Operators (2) 
HRDP User Liaison 
 
HIV/AIDS Reporting System (HARS) 
Director of Statistics & Data Management 
HRDP User Liaison 
Statistical Analyst, Sr.’s (2) 
Statistical Analysts  (2) 
HIV/AIDS Surveillance Coordinator 
HIV/AIDS Epidemiology Consultants (4) 
HIV/AIDS Pediatric Coordinator 
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Sexually Transmitted Disease Management Information System (STD*MIS) 
Director of Statistics & Data Management 
HRDP User Liaison 
Statistical Staff: 

Statistical Analyst, Sr.’s (2) 
Statistical Analysts (2) 

Central Registry Unit (CRU) Staff: 
CRU Supervisor 
CRU Front Line Supervisor 
Office Support Staff/Data Entry Operators (3-4) 

Chlamydia Infertility Screening Program 
Office Support Staff/Data Entry Operators (3) 

Syphilis Elimination Project: 
Public Health Advisor 
Syphilis Elimination Coordinator 

HIV/AIDS Surveillance Staff: 
HIV/AIDS Surveillance Coordinator 
HIV/AIDS Epidemiology Consultants (4) 
HIV/AIDS Pediatric Coordinator 

Viral Hepatitis Program Staff: 
Viral Hepatitis Surveillance Consultant 
Office Support/Data Entry Operator 

HIV1 Counseling and Testing Database 
Director of Statistics & Data Management 
HRDP User Liaison 
HIV- Counseling and Testing Coordinator 
Statistical Staff: 

Statistical Analyst, Sr.’s (2) 
Statistical Analysts (2) 

HIV-1 Data Entry Operators (2-3) 
 
 
Personnel outside the Division’s confidential units may gain access to confidential 
information only if 1) the request for such information has been authorized by the ORP 
and is deemed a justifiable public health need, and 2) the request does not compromise or 
impede surveillance or other confidential Division activities. 
 
Identifying information from Division databases shall be shared with other disease 
registries only after a thorough review by the ORP.  The ORP will limit such activities to 
other registries that can demonstrate a justifiable need for the data.  The decision to allow 
such activity will also be weighed against the benefits and risks of allowing access and 
upon certification that the level of security established by the other registry is at least 
equivalent to the standards described in this document.  The final decision regarding the 
sharing of registry data and data matches rests upon the ORP. 
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Photocopying and Printing of Confidential HIV/AIDS/STD Surveillance Data 
Employees shall not print materials with identifying information on general use or non-
secure printers.  All printing of such documentation shall occur within the confines of a 
secure office and the print job shall be removed from the printer immediately upon 
completion.  Any unnecessary copies shall be shredded immediately, as well as originals 
once its use is obsolete. 
 
Photocopying of confidential information should occur only within the confines of a 
secure office and should be removed from the photocopier immediately upon completion.  
Only the mandatory number of copies of such information shall be photocopied.  Any 
extra or test copies shall be shredded immediately upon completion. 
 
 
Retention of Hard Copy Files 
All morbidity records, interview records and field records are retained for surveillance-
related and historical purposes.  The ORP makes all final decisions regarding the 
retention of such records.  All records related to HIV/AIDS are stored within a locked file 
room that is monitored by a security firm 24 hours a day.  Only authorized employees 
have access to this room.  Employee access is reviewed by the Director of Statistics and 
Data Management via security reports on a weekly basis.  Other STD data are boxed at 
year-end and stored in a secure location. Only authorized employees may review such 
records. 
 
 
HARS Back-ups of HIV/AIDS Surveillance Data 
The HARS surveillance database is backed up on a daily basis via two separate back-up 
systems.  Firstly, statistical staff perform a manual back-up of HARS data at the end of 
every work day using diskettes.  Once the daily back up is performed, these diskettes are 
stored inside the locked file room.  Once diskettes have been used repeatedly, they are 
replaced and the old diskettes are disassembled, cut up and discarded.  The second data 
back up is performed automatically through the Local Area Network (LAN).  This back 
up includes all databases plus other relevant Division information.  A series of back up 
tapes exists that allow a 4 week circulation of off-site storage.  Each Monday, a back up 
tape is provided to the Office of Information Management (OIM) for off-site storage.  
Each week, the tape back up which has been at off-site storage the longest is returned to 
OIM and the tape is placed back in the Division’s circulation.  All Virginia Department 
of Health back up tapes are handled by an off-site storage company and transferred to and 
from their facility within a locked case.  The tape back up system and LAN servers are 
located within an OIM secured area.  Only authorized personnel may access this area. 
 
 
Data Transfers 
CDC – Data transfers to CDC, minus personal identifiers, are performed via email, with 
the approval of the ORP.  All transferred data encompasses only the fields needed to 
ensure compliance with CDC data requirements.  HIV/AIDS (HARS) data transfers are 
conducted twice monthly by the Director of Statistics & Data Management. Data 
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transfers for HIV Counseling and Testing (CTS) are performed monthly by the Statistical 
Analyst, Sr. in charge of the CTS database.  Both of these transfers are sent directly to 
designated CDC personnel.  The Division of HIV/STD National Electronic 
Telecommunications System for Surveillance (NETSS) data transfers are prepared 
weekly by the CRU Supervisor and provided to the Division of Surveillance and 
Investigation for inclusion with the statewide NETSS transfer. 
 
Contractors – Data transfers to or from contractors are only performed via email if 
personal identifiers are nonexistent.  Any data including personal identifiers approved for 
analysis by a contractor are hand-delivered without easily identifiable disease 
information, if possible.  Hard copy data transfers including personal identifiers should 
not include identifiable disease information and should be hand-delivered to applicable 
personnel inside envelopes without specific indication of the nature of the data.  All 
Division of HIV/STD data managed by contractors are subject to all guidelines within 
this document.  Any dissemination of information resulting from data managed by 
contractors shall be reviewed by Division of HIV/STD staff prior to release.  Sufficient 
time should be allotted for this review procedure.  A copy of all final products shall be 
provided to the Division at the time of dissemination.  All contractors shall sign 
applicable Division of HIV/STD protocols regarding data releases and confidentiality on 
an annual basis. 
 
Other VDH Offices – No data including personal identifiers shall be transferred or shared 
with other VDH Offices or Divisions unless approved by the ORP.  However, applicable 
information, record searches, etc for local health department STD personnel may be 
released, although confirmation of the requestor and/or location shall be performed.  Any 
uncertainties regarding the release of information to local health department staff shall be 
reviewed with supervisors.  Any other VDH Office or Division which receives 
confidential data from the Division of HIV/STD shall sign applicable Division of 
HIV/STD policies regarding data release and confidentiality. 
 
 
Retention/Disposal of HIV/AIDS/STD Surveillance Data 
Any data generated that includes personally identifiable information shall be retained 
within applicable work areas and used solely for the purpose of official Division 
business.  Data with personal identifiers needed for historical purposes shall be stored in 
locked areas.  Personally identifiable data generated through Division databases, 
spreadsheets, etc. that are no longer needed shall be immediately shredded prior to 
disposal. Computer files including personal identifiers shall only be stored on the 
Division network in designated folder locations.  No personally identifiable data files 
should be stored on individual PC hard drives.  Such files may be stored on a secure area 
PC hard drive for particular work-related purposes; however, these files should be deleted 
immediately upon completion of the project. 
 
 
 
 

 13



 

Release of Data to Non-Division Personnel 
Division data may only be released to non-Division personnel after a signed and 
completed data request and signed data recipient agreement has been submitted to the 
Division (see attachment) and approval granted by the ORP or the ORPs designee.  
Release of such data must be for official business needs of the Division or for Division-
approved research activities.  A minimum of five business days, from the date received, 
should be allotted for Division review and consideration.  All data releases will exclude 
personally identifiable information, unless otherwise approved by the ORP and the 
Commissioner of Health.  Access to any surveillance information for research purposes 
(other than routine surveillance) must be contingent upon a demonstrated need for the 
data, possible Institutional Review Board (IRB) approval, and the signing of 
confidentiality and data release agreements.  As covered within the data release 
agreement (see attachment), such data are solely for the explicit use specified.  Once the 
intended use of the data has been completed, all data must be destroyed or returned to the 
Division. No additional data extrapolations or usage is permitted, unless otherwise 
approved by the ORP. 
 
 
The “Rule of Three” 
In order to protect the confidentiality of persons reported with communicable diseases in 
Virginia, the Division of HIV/STD follows the Rule of Three as recommended by CDC.  
For the purposes of the Division of HIV/STD, the Rule of Three is interpreted as no 
dissemination of a data cell to the general public that involves 1) a particular 
demographic characteristic containing less than three (3), or 2) locality or region-specific 
data containing cells less than three (3), unless the data cell represents one entire year’s 
worth of data.  Likewise, if the contents of a suppressed cell in a table could be 
determined by simple mathematical calculations of the non-suppressed rows or columns, 
then the additional rows or columns also need to be suppressed.  Any uncertainty 
regarding the release of such data should be clarified by supervisors.  Any contractor that 
maintains data for the Division shall adhere to this policy. 
 
Example of the Rule of Three: 
RACE    # 
White  100 
Black    50 
Native Amer.     1 
Asian      1 
Other      2 
In order to prevent inadvertent disclosure of the individuals in the Native American or 
Asian categories, the information would be released as follows: 
RACE    # 
White  100 
Black    50 
Other      4 
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Security Breaches 
Any suspected breach of security shall be reported to an employee’s supervisor 
immediately, including both inadvertent and advertent breaches.  The supervisor is 
responsible for immediately informing Division management of details regarding the 
incident and documenting the occurrence.  Division management will immediately 
investigate the suspected breach to assess causes, implement remedies and through 
consultation with the Attorney General’s office, determine whether the breach warrants 
reporting to appropriate law enforcement agencies.  If a breach is determined to result in 
the release of confidential information about one or more individuals, the incident should 
be immediately reported to the Chief of the Reporting and Analysis Section, Surveillance 
Branch, DHAP-SE, NCHSTDP, CDC, by the ORP. 
 
 
 
V.   RAPID COMMUNICATIONS 
 
Any confidential communication (written, verbal or electronic) shall be shared with other 
persons on a strict need to know basis.  Confidential information shall be shared with an 
authorized individual as designated in Sections 32.1-36.1.A, 32.1-38 and 32.1.41 of the 
Code of Virginia only when an expressed need to receive such information is confirmed.  
Division staff shall exercise good judgment regarding the sharing of information. 
 
 
Postal/Mailing Services 
Incoming – Confidential information should be mailed to the Division of HIV/STD in a 
manner that does not allow information to be revealed without opening the envelope.  
The number of documents per envelope shall be kept to a minimum.  All such 
information shall be folded towards the inside of the documentation prior to placement 
inside the envelope. Envelopes shall be taped shut as added security. 
 
All mail incoming to the Division of HIV/STD is received within room 112. Incoming 
mail with confidential information should be sent to the Division of HIV/STD marked 
Confidential, To Be Opened By Addressee Only and shall be sent first class.  Any 
envelopes or packages known or suspected to include confidential data-related 
information are forwarded by division staff to room 110 to be opened and date-stamped.  
This practice helps to ensure that confidential information remains unopened while in 
non-secure areas.  All incoming mail is date stamped and distributed to appropriate 
Division staff daily; this is performed either in room 112 or room 110, depending on the 
nature of the mail.   In the event confidential information is inadvertently opened in room 
112, the documentation shall be immediately hand-delivered to the appropriate secure 
room. 
 
Outgoing -- Confidential information should be mailed from the Division of HIV/STD in 
a manner that does not allow information to be revealed without opening the envelope. 
The number of documents per envelope shall be kept to a minimum.  All such 
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information shall be folded towards the inside of the documentation prior to placement 
inside the envelope.  Envelopes shall be taped shut as added security.  All such 
confidential information mailed from the Division of HIV/STD shall be marked 
Confidential, To Be Opened By Addressee Only and shall be sent first class.  The term 
Division of HIV/STD should not appear on the envelope if confidential information is 
enclosed. 
 
 
Telephone 
Incoming – Confidential information is shared over the phone with authorized  Division 
staff for the purpose of morbidity reporting or for record searching treatment or morbidity 
history.  Assistance with sharing confidential information through incoming calls shall 
only be completed if Division staff are 100% confident of the identity of the caller and 
he/she is an authorized recipient of such confidential information.  Uncertainty regarding 
the identity of a caller should be verified via a call back procedure and/or discussion with 
appropriate personnel.  If a call back verification is performed, Division staff shall not 
acknowledge this procedure to the caller.  The caller’s name, location and telephone 
number should be obtained and the caller informed that the Division will return their call 
as quickly as possible.  When the call back procedure is performed, Division staff should 
receive immediate acknowledgement of the caller’s location, etc.  Any uncertainty 
regarding the caller’s location or authorization to receive such information should be 
immediately forwarded to the Division employee’s supervisor.  Division staff shall not 
release any information if unsure of the legitimacy or authorization of the caller.  In 
general, all such calls should be forwarded to Division staff who perform this type of task 
routinely. 
 
Outgoing -- Confidential information is shared with persons outside the Division on a 
strict need to know basis and performed only in secure areas.  In general, such calls are 
performed as a result of follow up to an inquiry or for updates to current morbidity 
reports and surveillance activities.  Sharing confidential information through outgoing 
calls shall only be completed if Division staff are 100% confident in the identity of the 
recipient of the call and he/she is an authorized recipient of such confidential information. 
Division staff shall not release any information if unsure of the legitimacy or 
authorization of the recipient.  Messages with identifying patient information shall not be 
left on voice mail systems.  Unless otherwise instructed by supervision, these types of 
calls should only be completed by Division personnel that routinely perform this type of 
task. 
 
 
Protocol for HIV/AIDS Record Searching Occupational Exposures 

 
The following is the Division of HIV/STD protocol for conducting HIV/AIDS 

record searches for persons covered under the Deemed Consent Law HB 2416, Sections 
32.1-45.1 of the Code of Virginia.  Such occupational exposures may include needle stick 
exposures or blood or body fluid exposures.  Personnel typically exposed to blood and 
body fluids are nurses, phlebotomists, police officers or emergency care workers.  Health 
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Department employees may view The Infection Control Guide located on the internal 
web at http://vdhsrv15/epi/infindex.htm. 
 
1. The record search inquiry should be directed to the appropriate regional 

HIV/AIDS Epidemiology Consultant (EC).  If that person is unavailable, then the 
next available epidemiology consultant should take the request. 

2. If medical information is requested, the call should be forwarded to a nurse. 
3. The EC/nurse should document the following information: 

a) identity, position, and phone number of the person calling; 
b) reason for the record search; 
c) full name and date of birth of the source patient (additional demographic 

information as needed and if available); 
d) If the EC/nurse is unfamiliar with the person who is calling or uncertain if the 

caller has the authority to receive this confidential information, then the 
EC/nurse should separately confirm the caller's identity and authority to 
receive confidential HIV/AIDS information.  If the EC/nurse has questions 
regarding this step, the EC/nurse should seek the guidance of his/her 
supervisor. 

4. The EC/nurse should stress that if the source patient is not currently reported in 
the HARS database, the source patient could still be infected or seroconverting.  
In addition, the protocol of the local health department should be followed, and 
their Health Director should be notified of the situation.  It should also be noted 
that CDC recommends that post exposure prophylaxis should be initiated within 
12 hours of exposure. 

5. If the occupational exposure involves a health care professional, the health 
department should be given the Post-Exposure Prophylaxis (PEP) hotline (1-888-
448-4911) for further consultation, if needed. 

6. The EC should complete the record search.  Before releasing information, the 
EC/nurse needs to again stress that the Health Director should first be informed 
about this information. 
a) If the source patient is HIV positive, the health department should not disclose 

the infection status of the source patient to the person who was exposed.  Post 
exposure prophylaxis should be started immediately if it has not yet been 
initiated. 

b) If the source patient is HIV negative, it should again be stressed that: 
1) the source patient could indeed be HIV infected and not currently reported 

within the HARS database, or, 
2) the source patient could be in the process of seroconversion. 

c)  The Division of HIV/STD recommends that: 
1) the HIV source patient should be tested for HIV, and 
2) proper post exposure prophylaxis should be considered until the test 

results of the source patient can be received. 
3) tell the caller that the likelihood of transmitting hepatitis is ~100 times 

greater than transmitting HIV.  Contact the Division of HIV/STD at 804-
786-6267 for further guidance. 

 

 17



 

 
Electronic 
Facsimile -- Confidential information shall be faxed with caution, using the utmost 
discretion.  A telephone call should immediately precede any incoming facsimile that 
contains confidential information, such that the appropriate Division personnel is mindful 
of the document being faxed.  The Division recipient of such a call should 1) verify the 
appropriate fax number being used by the caller, and 2) await the facsimile completion 
and immediately remove such documentation from the fax machine.  If incoming faxes 
are not received within an expected time frame, the Division employee awaiting the 
facsimile should contact the sender.  Completed facsimiles with confidential information 
shall not be left on fax machines unattended.  All facsimile transactions involving 
confidential information should be received through a Division fax machine located in a 
secure area. 
 
Outgoing facsimile transactions from the Division of HIV/STD shall follow the same 
guidelines as above.  In addition, disease coding shall be used to reduce the likelihood of 
comprehension in the event the facsimile is received by unauthorized personnel.  A fax 
cover sheet excluding identity of the Division of HIV/STD title should also be used.  Fax 
machines used to send out confidential information should be programmed to indicate 
“Dept. of Health” on the top line of the faxed document, not “Division of HIV/STD.”  A 
log of all facsimiles, including sender’s name, date sent, # of pages,  fax  # and location 
of receipt should be maintained. 
 
Electronic Mail (E-mail) 
Confidential information shall not be transmitted via e-mail, either internally (between 
Division staff) or externally (between Division staff and outside sources). E-mail is not 
secure and may be seen by more people than the intended recipient.  Routine data 
requests minus personal identifiers may be sent using e-mail; however, the rule of three 
shall apply, where appropriate. 
 
 
 
VI. FIELD ACTIVITIES 
 
Field Transportation of Confidential Data 
If confidential information is required for specific field-related activities, the information 
shall be carried in secured briefcases, include only necessary identifying information and 
exclude disease diagnoses (only disease codes shall be used).  Any such information 
carried into the field shall never be left unattended.  Confidential information shall be 
returned to the Division’s secure area at the close of each business day.  Prior approval 
must be obtained from immediate supervisors when out of town travel or some other 
reason precludes the same day return of confidential information.  With rare exceptions, 
confidential information shall not be taken to private residences.  Prior supervisory 
approval must be granted for these situations.  Supervisors must document all events 
involving staff possession of confidential information in the field and/or taking such 
information to private residences. 
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Line-Lists – Line-lists are sometimes carried into the field to assist with active or sentinel 
surveillance activities.  These line-lists shall be de-identified to ensure that the disease 
and risk status are coded for security and confidentiality purposes.  Only patient 
information necessary for the specific field-related work for that date shall be transported 
into the field.  Line lists shall be kept in the presence of the Division employee at all 
times when in the field.  Line-lists shall not be left in vehicles.  If the field-related work 
does not require an overnight stay, the line-list should be returned to the Division’s 
secure area in the central office daily.  Any diversion from this practice must have prior 
supervisory approval. 
 
Laptops – Laptops are not currently used for routine field-related surveillance activities, 
although locking briefcases are available for any laptop used in the field with confidential 
information.  The Division of HIV/STD is currently working with the Centers for Disease 
Control and Prevention on a pilot project to utilize laptops for accessing confidential data 
from remote sites.  This project is referred to as the Secure Access Project (SAP) and 
when implemented, will allow for a selected review of HARS data from a remote 
location.  Division staff who access this information via laptops need to remain cognizant 
of their surroundings at the remote location and ensure that others can not view the 
confidential information.  A variety of additional security measures are being included in 
the project’s design. 
 
 
 
VII. PROCEDURAL REVIEW OF HIV/AIDS/STD SECURITY AND 

CONFIDENTIALITY 
 

The ORP is the overall responsible party for all security and confidentiality issues.  
The Director of Statistics & Data Management is responsible for monitoring and 
ensuring the day-to-day security of Division of HIV/STD data and associated 
paperwork, with assistance from specified Division staff. Specific security precautions 
regarding the LAN and computer equipment are maintained by the HRDP User 
Liaison, who provides daily updates to the Director of Statistics & Data Management, 
as appropriate.  Any problems, concerns or recommended changes for the 
enhancement of Division security are discussed with the ORP promptly. 
 
The following list includes Division security activities describing specific items, dates 
and/or times the items are reviewed or completed, and the Division staff responsible 
for ensuring completion.  A Division Security Report is generated by the Director of 
Statistics and Data Management on a yearly basis and provided to the ORP. 
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Division of HIV/STD Security Review Timeline 
 
SECURITY ITEM REVIEW TIMELINE RESPONSIBILITY 
Confidential file room Opening/closing report monitored 

weekly 
 

Director of Statistics 
& Data Management 

Confidential file room Descriptions of each alarm 
sounding, including tests, are hand-
documented on weekly report 

Director of Statistics 
& Data Management 

Envelope of network 
passwords 

Each change of a password Director of Statistics 
& Data Management 

Employment Checklist 
verification, including 
LAN, email, keys, etc. 
(primarily concerning ex-
employees) 

1) Immediately upon an 
employee’s first and last work 
day 

2) Annual review of checklist 
completeness 

1) Immediate  
Supervisor 

 
2) Director of 

Statistics & Data 
Management 

Security & Confidentiality 
Guidelines 

1) Resign guideline annually 
 
2) Yearly review for updated 
signatures 

1) Immediate 
Supervisor 

2) Director of 
Statistics & Data 
Management 

Data Recipient Agreements Beginning and end of agreement.  
Periodic checks also performed. 

Director of Statistics 
& Data Management 

Equipment Logout Calendar Daily review to ensure equipment 
return 

HRDP User Liaison 

Secure offices Random checks to ensure doors 
and file cabinets are locked, PCs 
are off, confidential paperwork is 
appropriately filed, etc. 

Director of Statistics 
& Data Management 

Database logons Randomly checked Director of Statistics 
& Data Management 

Network logons Randomly checked Director of Statistics 
& Data Management 

Division Security Report Provided to ORP yearly Director of Statistics 
& Data Management 
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EMPLOYMENT CHECKLIST 
Division of HIV/STD 

Virginia Department of Health 
 
 
Employee:_________________________         Position Number:__________________ 
 
Emergency 
Contact:    _________________________       Phone Number:____________________ 
 
Supervisor:________________________         Position Number:__________________ 
 
 
Item Date 

Submitted 
Date 
Completed

Date Returned/ 
Inactivated/Deleted 

OHRM-20    
Employee Notification Letter    
OHRM-5    
Employment Eligibility Verification   Do not 
Direct Deposit Form   write in 
State/Federal Tax Forms   shaded 
VDH Orientation Class   area 
Security and Confidentiality Guidelines
Security and Confidentiality Training    
VA Policy on Alcohol & Other Drugs    
Division Policies/Procedures Checklist    
Parking Permit    
Email Logon    
Network Logon ID    
State Identification Card    
Building Access Card    
Voicemail Code    
Office Key(s)    
Pager    
Cell Phone    
Laptop PC    
Portable Printer    
Other    
    
    
 
c:  Supervisor 
     File 
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DIVISION POLICIES & PROCEDURES CHECKLIST 

Division of HIV/STD 
Virginia Department of Health 

rous issues that should be reviewed between the supervisor and any new 
r signature below serves as verification that the following issues were discussed 
at any questions you had were answered. 

REVIEWED 

ty of Division Data 
 Confidentiality Guidelines must be signed by each employee) 

 

terest 
 Confidentiality Guidelines must be signed by each employee) 

 

lth of VA Policy on Alcohol and Other Drugs  
sponsibility 

 Confidentiality Guidelines must be signed by each employee) 
 

 Schedule  
sage 
poses only) 

 

g 
mes, promptness) 

 

icy  
rocedure  
ess 
ter hours access) 

 

y Restrictions: Official Use Only 
chines, PCs, Information Infrastructure) 

 

roval  
its/Payment Schedule 

nsibility) 
 

ck leave, family personal leave, proper procedures) 
 

 (print):_____________________________________________ 

__________________________  ________________________ 
ture                                                               Date 

__________________________  ________________________ 
ture                                                               Date 

____________________________________________________________
_____________________________________________________________
_____________________________________________________________ 
ments are made, both the employee and supervisor should initial & date. 

Employee:_____________    Date:_____________ 
Supervisor:____________     Date:_____________ 

                                 
 

 

 
There are nume
employee.  You
with you and th
  

ISSUE 
Confidentiali

(Security &

Conflict of In
(Security &

Commonwea
Employee Re

(Security &
Break/Lunch
Telephone U
(for business pur
Daily Schedulin
(begin and end ti
Smoking Pol
Fire Alarm P
Building Acc
(Access cards, af
State Propert
(Copiers, Fax ma
Vacation App
Parking Perm
(employee respo
Leave Form 
(annual leave, si
 
Employee Name
 
_____________
Employee Signa
 
_____________
Supervisor Signa
Additional    
Comments:__
___________
___________
If additional com

                          

c:  Employee 
     Supervisor 
     File 
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DIVISION OF HIV/STD 
DATA REQUEST FORM 

 
Requests for non-routine data, including any request for Division data sets, data matches or patient 
identifying information, must be submitted in writing to the Division of HIV/STD for data release 
consideration.  Virginia Department of Health employees are exempt from this process; however, clear 
explanation should be provided regarding proposed data needs.  Health department contractors or 
collaborators are not considered health department employees. Submission of this request does not 
guarantee approval and/or release of Division of HIV/STD data. 
 

Submission Date:________/________/___________ 
 
Requestor:__________________________________  Phone:_______-_______-______________ 
 
Title:_______________________________________  Fax:    _______-_______-______________ 
 
Organization:________________________________  Email: _____________________________ 
 
 
Purpose of Request: 
______________________________________________________________________________________
______________________________________________________________________________________
______________________________________________________________________________________
______________________________________________________________________________________ 
 
Data Requested: [include timeframe(s), disease(s), demographics, etc]: 
______________________________________________________________________________________
______________________________________________________________________________________
______________________________________________________________________________________
______________________________________________________________________________________ 
 
Data Use Methodology [if a research study/project, attach complete study design proposal]: 
______________________________________________________________________________________
______________________________________________________________________________________
______________________________________________________________________________________
______________________________________________________________________________________
______________________________________________________________________________________ 
 
Description of Data Protection Mechanisms [staff accessibility, electronic security, locks, etc]: 
______________________________________________________________________________________
______________________________________________________________________________________
______________________________________________________________________________________ 
 
At the conclusion of this project, the data will be: (check one) 
!   Returned to the Division of HIV/STD 
! Destroyed 

(Method:___________________________________________________________________________
__________________________________________________________________________________) 
 
 

 
Signature of Requestor 

cc:  Data Recipient 
      Director of Statistics & Data Mgmt 
      File 
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The undersigned hereby agrees to the 
Virginia Department of Health Divisio
 
A. The information obtained through

disease trends, prevention strategi
 
B. No data shall be released or publis

individual, physician, hospital or o
with confidentiality guidelines bas
HIV/STD. 

 
C. The data recipient shall sign the D

shall be renewed every 12 months
 
D. Any identifying information in thi

actions that may directly affect tho
identification in this project. 

 
E. Information obtained through this

third-party analysts.  The data sha
request. 

 
F. Unless specified and approved thr

additional information from physi
 
G. All data received from the Divisio

method at the end of the project.  T
of the data. 

 
H. Any suspected or confirmed breac

Director of the Division of HIV/S
 
I. Draft versions of all work product

distribution.  Sufficient time shoul
 
J. A copy of all final work products 

to or at the time of distribution. 
 
 
 
 

DAT

 
As a recipient of data from the Virgini
stipulations. 
 

Signature: _______________
 

Organization: ____________
 
 
 
cc:  Data Recipient 
      Director of Statistics & Data Mgmt 
      File 

 

DIVISION OF HIV/STD 
A RECIPIENT AGREEMENT 
following terms and conditions relating to any data requested of the 
n of HIV/STD: 

 this data request will be used only for surveillance of treatment, care and/or 
es or for statistical purposes in medical and health research. 

hed by the data recipient in any form potentially identifying a particular 
ther reporting source.  Data subsets without personal identifiers must comply 
ed on data cell size, i.e. the “Rule of Three” as described by the Division of 

ivision of HIV/STD Security & Confidentiality Guidelines. These guidelines 
, as applicable. 

s data request shall not be used as a basis for legal, administrative, or other 
se particular individuals or establishments as a result of their specific 

 request shall not be distributed to anyone else, including subcontractors and 
ll not be used for any project other than the intended use specified in the data 

ough the original proposal, no “follow-back” investigations to obtain 
cians, hospitals, or patients shall be undertaken. 

n of HIV/STD shall be returned to the Division or disposed of by an approved 
he data recipient shall state the method of return or disposal prior to receipt 

h of data confidentiality or security shall be immediately reported to the 
TD. 

s shall be sent to the Division of HIV/STD for review prior to any 
d be allotted to allow for review and comments prior to distribution. 

resulting from use of the data shall be sent to the Division of HIV/STD prior 

a Department of Health Division of HIV/STD, I agree to abide by the above 

________________________     Date: __________________________ 

__________________________________________________________ 
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The Virginia 
Department of Health 

is committed to providing 
the latest approved 

medications for HIV positive 
persons who qualify. 

 

We believe in working 
with you 

to maintain 
state-of-the-art-care. 

 
 
 
 

For more information about ADAP or the 
phone number of your local health 

department, please call: 
 
Virginia HIV/STD/Viral Hepatitis 

Hotline 
1-800-533-4148 

(Voice/TDD) 
 
 
 
 
 
The Virginia Department of Health’s ADAP 

is supported by State and Ryan White 
CARE Act funds. 

 
 

Virginia 
AIDS 
Drug 

Assistance 
Program 
(ADAP) 

 

Information for Providers 
 
 
 
 
 
 
 
 
 

Revised August 2002 

Eligibility 
 

1. A health care provider must have diagnosed 
the client with HIV infection or AIDS.  A 
note on a prescription is acceptable.  All 
client eligibility determination for ADAP is 
conducted at local health departments. 

 

The 
prescription 
must include:  
CD4 count, 
HIV viral load, 
and 
medication.  
This 
information is 
needed every 

six months for anti-HIV medications, and 
once a year for opportunistic infection (OI) 
protection medication.  Lab values should 
include the date the lab work was 
completed. 

 

Anti-HIV medications will be provided if:  
The CD4 count is or was less than 500; the 
CD4 count is over 500 with a detectable 
viral load; or the client is pregnant (in which 
case, we will provide AZT until the patient 
qualifies for Medicaid).  OI protection 
medications will be provided for: 

 

PCP Prophylaxis -if client has or had a 
CD4 count lower than 250 or active thrush 
(for trimethoprim, dapsone, TMP/SMX, AP 
or atovaquone); MAC Prophylaxis -if the 
client has or had a CD4 count lower than 
100 for rifabutin or azithromycin); or The 
client currently has an OI.  The client 
cannot have health insurance for the 
prescribed medication. 

 

2. The client must be determined ineligible  for 
Medicaid.  The health department may use a 
short Medicaid screening form to determine 
if the client should be referred to Social  

 

 
 

Services to apply for Medicaid.  If client is 
referred, a letter verifying application from 
the Social Services Case Manager must be 
provided within 90 days of entry into 
ADAP.  The local health department will 
provide your client with medications 
through ADAP until Medicaid is approved.  
If a client loses Medicaid coverage, 
medications will again be provided through 
ADAP. 
 

Patients who are eligible for or have 
Medicaid may not utilize ADAP.  Persons 
incarcerated in jails or prisons may not 
utilize ADAP. 
 

3. Yearly FAMILY income cannot be more 
than 300% of poverty level.  For Northern 
Virginia, this number is slightly higher.  
The local health department can help the 
client determine this and will let them know 
if they qualify.  Instruct new clients to bring 
proof of income like a pay stub or recent 
income tax form (1040). 

 

4. Rifabutin (Mycobutin):  For treatment of 
MAI, only for those clients currently on it 
and those unable to tolerate Zithromax.  
Clients on Mycobutin should be switched 
to Zithromax if possible.  Can be 
prescribed for treatment of TB infection. 

 

5. Itraconazole is available in a liquid 
suspension of 100mg. 

 

6. Hydoxyurea must be given in combination 
with a nucleoside reverse transcriptase 
analogue (NRTI). 

 

7. Non-Nucleoside Reverse Transcriptase 
Inhibitors (NNRTIs): nevirapine 
(Viramune) and delavirdine (Rescriptor) 
must be ordered with a nucleoside analogue.  
Efavirenz (Sustiva) must be ordered with at 
least one other antiretroviral agent. 

 



8. Active therapy for any OI will be covered 
as a stop gap as long as funding is 
available.  We strongly encourage 
providers to enroll these patients in 
Medicaid programs. 

 

Available Medications  
 
Nucleoside RTIs  
 
Combivir (zidovudine + lamivudine) 
Epivir  lamivudine (3TC) 
Hivid  zalcitabine (ddC) 
Retrovir zidovudine (AZT, ZDV) 
Trizivir (abacavir, lamivudine + idovudine) 
Videx  didanosine (ddi) 
Zerit  stavudine (D4T) 
Ziagen  abacavir 
 
Nucleotide RTIs 
 
Viread   tenofovir 
 
Non-nucleoside RTIs  
 
Rescriptor  delavirdine (DVD) 
Sustiva   efavirenz 
Viramune  nevirapine (NVP) 
 
Protease Inhibitors  
 
Agenerase  amprenavir 
Crixivan  indinavir 
Fortovase  saquinavir soft-gels 
Invirase*  saquinavir (SQV) 
Kaletra  lopinavir + ritonavir 
Norvir   ritonavir (RTV) 
Viracept  nelfinavir (NFV) 
 
OI Protection/Treatment 
 
Aerosolized pentamidine  (AP) 
Amikin  amikacin 
Bactrim/Septra TMP/SMX 
Biaxin clarithromycin 
Capastat capreomycin 
Cidofovir vistide 
Cytovene (IV) ganiciclovir (DHPG) 

Dapsone  
Diflucan (po)  fluconazole (po) 
Foscovir (IV) foscarnet 
INH isoniazid 
Levoquin levofloxacin 
Mepron atovaquone 
Myambutol ethambutol 
Mycobutin rifabutin 
Paser para-aminosalicylic acid 
Pyridoxine  vitamin B6 
Rifadin rifampin 
Seromycin cycloserine 
Sporanox itraconazole 
Tebrazid pyrazinamide 
Trecator ethionamide 
Trimethoprim  
Valcyte valganciclovir HCL 
Zithromax  azithromycin 
Zovirax acyclovir 
 

Adjuvant Therapy 
 
Hydrea   hydroxyurea 
Megace  megestrol Acetate  
Procrit   epoetin alfa 
Wellcovorin  leukovorin 
 
Hepatitis C Tre atment 
 
Peg-Intron  peginterferon-alfa 2b** 
Rebetol  ribavirin 
 
Vaccines 
 
Hepatitis A 
Hepatitis B  
Hepatitis A/B  
Pneumovax  
 
 
*Only for those persons currently prescribed 
Invirase; all others will be provided Fortovase 
unless a medication exception is requested. 
 
**Monthly prescriptions needed as well as 
medication exception. 

Obtaining Medications  
 

Prescriptions 
and other 
information will 
be needed at the 
local health 
department.  
Clients must 
present these 
items to the 

eligibility clerk at their local health 
department.  To prevent delays in getting 
prescriptions filled, PLEASE have the client 
call ahead to find out when eligibility is 
being conducted and what information will 
be needed.  It may take up to 7 days (one 
week) to receive medications after the 
paperwork has been reviewed. 
 

Once clients have been enrolled in ADAP, 
they will need to be provided with new 
prescriptions and information (date and 
most recent CD4/viral load) for all anti-HIV 
medications (NRTI, NNRTI, PIs) every 6 
months.  New prescriptions for all other 
medications like Bactrim or azithromycin 
are needed only once a year. 

Other Resources 
 

1. To access the Pharmaceutical 
Manufacturers Association Indigent 
program, your office must call 1-800-
PMA-INFO to request information.  

 

2. Information about treatment (drug 
studies) is available by calling 1-800-
TRIALS-A. 

 

3. Information about approved treatments 
is available by calling 1-800-HIV-0440. 

 

4. Health care providers who have clinical 
questions may contact their Regional 
AIDS Resource and Consultation 
Centers: 

 

Central: 800-525-7605 
  804-828-2210 
 

Eastern: 800-999-8385 
  757-446-6170 
 

Northern: 800-828-4927 
 

Northwest: 800-421-1102 
 

Southwest: 800-950-4056 
 

For the health and safety of our clients, 
please encourage patients to obtain 

new prescriptions or inform the 
health department of the 
need prior to running out 
of medications.  Delays 

will place their health at 
risk 























































                                      VIRGINIA HIV/STD 
                               INTERVIEW/COUNSELING 
                                          TIME PERIODS 

 
 
 
DIAGNOSIS       INTERVIEWING/COUNSELING  
          TIME PERIOD 
 
 
Chlamydia - Symptomatic    60 Days, plus the duration of signs/symptoms 
 

      - Asymptpmatic    60 Days 
 
 
Gonorrhea - Symptomatic  60 Days, plus the duration of signs/symptoms 
 
       - Asymptomatic    60 Days 
 
Syphilis    - Primary     90 Days, plus duration of signs/symptoms 
 
                 - Secondary               180 Days, plus duration of signs/symptoms 
 

                                      - Early Latent                                     365 Days, or less, based upon negative STS, or  
         history of signs/symptoms 
 
HIV     - Symptomatic                                            365 Days     or   10 years if married 
 
      - Asymptomatic               365 Days     or   10 years if married 
 
AIDS                                                                                        365 Days +  or   10 years if married 
 
 
 
 





























































































































                              0123456789                        COMMONWEALTH OF VIRGINIA – DEPARTMENT OF GENERAL SERVICES 
DIVISION OF CONSOLIDATED LABORATORY SERVICES 

TEST FOR HIV-1 ANTIBODY 
 

NAME___________________________________    ___________________________________   ______     DATE COLLECTED _______ /______ /_______ 
                     (LAST)     (FIRST)          (M I)                                            MM          DD       YYYY 
 
 SPECIMEN TYPE:     Ο  BLOOD       Ο  ORAL        Ο  OTHER_________________        CITY/COUNTY OF  RESIDENCE________________________________________ 

 
BIRTH DATE 

 
SEX AT 
BIRTH 

            RACE 
 

ETHNICITY MARITAL STATUS PRE-COUNSELED 
 

 
 
_______/_______/________  
    MM        DD        YYYY 

 
       O M 
 
       O F 

   Ο WHITE        Ο BLACK  
       
   Ο ASIAN        Ο AI/AN  

   O NH/PI          Ο OTHER 

   Ο HISPANIC 

   Ο NON - 
       HISPANIC 

Ο  SINGLE                Ο  MARRIED     
 
Ο  DIVORCED          Ο  SEPARATED  
                       
                      Ο  WIDOWED  

 
Ο   YES 

 
Ο    NO 

 

 

 
 
 
PREVIOUSLY TESTED FOR HIV ? 
O No           OYes, Negative           OYes, Positive           OYes, Inconclusive O Yes, Unknown 
 
 
       
PHYSICIAN      ______________________________________________________________________    

Ο  STD             Ο  A
 
Ο  OB               Ο  A
 
Ο  TB               Ο  GM
 
Ο  OTHER________ 

PROVIDER NAME ___________________________________________________________________  
 
ADDRESS          ______________________________________________________________________     COUNSELOR #      ______

 
                              _______________________________________________________________________   CLINIC (FIPS) CODE ____

 
TESTING REASON  (MARK ONE) 
  
Ο  VOLUNTEER      
 
Ο   CLIENT  REFERRAL 
 
Ο   PROVIDER REFERRAL 
 
Ο  COURT ORDERED 
 
Ο  OCCUPATIONAL EXPOSURE 
 
Ο  RETEST 
 
Ο  IMMIGRATION 
 
Ο  COMMUNITY SCREENING 
 
Ο  OTHER_____________ 
 

SINCE 1978  (MARK ALL THAT APPLY): 

 Ο  SEX WITH MALE 

Ο  SEX WITH FEMALE 

 Ο  IDU 

Ο  SEX WHILE USING NON-INJECTING DRUGS 

Ο  SEX FOR DRUGS/MONEY  

Ο  STD DIAGNOSIS 

 ADDITIONAL RISKS: 

Ο  NEEDLE  SHARING 

Ο  HEMOPHILIAC/BLOOD RECIPIENT                                

Ο  CHILD OF WOMAN WITH HIV/AIDS 

Ο  VICTIM OF SEXUAL ASSAULT 

Ο  HEALTH CARE EXPOSURE 

Ο  MULTIPLE HETEROSEXUAL PARTNERS 

Ο  NO ACKNOWLEDGED RISK 

 SEXUAL RE
 
O   IDU  
 
O   MAN WH
 
O   PERSON 
 
O   PERSON 
  
 O   MULTIPL
 
 O   UNKNOW
 
                   

PO
 
                       
 
 COUNSELOR
 
 DATE:  ____
                     M

 
                                                                    PREVIOUS HIV LAB SLIP #:___________________________________    DATE: _______
              0123456789                                                                   (reactive or indeterminant results only)                       MM
 

TUBE       SENDER       HIV  LAB 
                 RECORDS     DO NOT  
                                        REMOVE 
0______     0______        0______ 
0______     0______        0______ 
0______     0______        0______ 
0______     0_____ _       0______ 
0______     0______        0______ 
0______     0______        0______ 
0______     0______        0______ 
0______     0______        0______ 
 
 
   
 
 
  

DO NOT WRITE IN  SPACE BELOW 
TEST RESULTS 

 
           EIA   SCREEN                                              SUPPLEMENTAL WESTERN 
 
     Ο    NON-REACTIVE  (--)                                                                 Ο   NON-REA
 
 
     Ο    REPEAT REACTIVE (+)                                                            Ο    REACTI
                                                                                                                           (THIS AN
                                                                                                                           CONSIST
 
     Ο    UNSATISFACTORY                                                                   Ο   INDETER
                                                                                                                           (RESULT
                                                                                                                           ANOTHE
                                                                                                                           REPORT
 
COMMENTS:__________________________________________________________
_____________________________________________________________________
_____________________________________________________________________

 DATE RECEIVED:                      DATE REPORTED:     LOCAL, POST
 SITE TYPE  
TS             Ο  DCJ             Ο  FP          

HC            Ο  FIELD         Ο  MH 

C            Ο  CHC            Ο  DTC 

____ 
1

_______________________  

_______________________ 

LATIONS WITH: 

O HAD SEX WITH A MAN 

WITH HIV/AIDS   

WITH OTHER HIV/AIDS RISK  

E HETEROSEXUAL  PARTNERS 

N 

ST-TEST COUNSELED: 

O   YES              O   NO  

 # __________________ 

______/_________/_________ 
M             DD            YYYY 

__/_________/_________  
            DD           YYYY 

 BLOT TEST 

CTIVE  (--) 

VE  (+) 
TIBODY RESULT IS  
ENT WITH HIV-1 INFECTION) 

MINANT 
S ARE INCONCLUSIVE.  SUBMIT 
R SPECIMEN AND INDICATE ON  

 THAT IT IS A REPEAT) 

_______________________________
________________________________
______________ 
-TEST, STATE,  LAB 
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DEPARTMENT OF GENERAL SERVICES 
DIVISION OF CONSOLIDATED LABORATORY SERVICES (DCLS) 

& 
DEPARTMENT OF HEALTH 

DIVISION OF HIV/STD 
 
 

Test for HIV-1 Antibody Laboratory Slip Instructions    
 

This laboratory slip was designed to address the following needs: 
 
1. To provide a standardized and concise format for the collection and recording of epidemiologic 

information about clients who are tested for HIV antibody. 
 
2. To provide a data collection instrument that allows the evaluation of HIV counseling effectiveness, the 

prediction of trends, the prevalence of HIV in communities, and facilitates the collection of statistical 
data for localities, districts, regions, and the state. 

 
The laboratory slip is to be completed for all clients tested for HIV antibody in local health 
departments, anonymous testing sites and other designated counseling and testing sites. It is not 
intended to replace the Epi-1. The Epi-1 should continued to be used to meet the mandatory reporting 
requirement for HIV morbidity. Additionally, approved counseling forms (Interview Record/Field 
Record) should be completed for all clients with two reactive ELISA (EIA) tests and a reactive Western 
blot (WB) by the local health counselors and public health nurses on confidentially tested clients.   

 
Instructions- Write legibly and press down firmly. 
 
1. Patient Name - Enter the complete name of the client. Print the complete last and first name of the client, 

including the middle initial on the space provided. Anonymous test sites do not need to complete this 
section. 

 
2. Date Collected - Enter the date (MM/DD/YYYY) of specimen collection.  
 
3.   Specimen Type - Mark the appropriate box for the type of specimen collected. If the specimen collected is    
      not serum or oral fluid, write the type of specimen collected in the space provided for Other. 
 
4.   City/County of Residence - Enter the name of the city or the county in which the client resides.  
 
5. Birth Date - Enter the client’s date (MM/DD/YYYY) of birth. Only the client’s age if date of birth is 

unknown. 
  
6. Sex at Birth - Place a check mark in the appropriate box that reflects the client’s gender at birth.  
   M= Male 
             F= Female  
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7. Race - Place a check mark in the appropriate box for the client’s race.  
                  WHITE = A person having origins in any of the original peoples of Europe, the Middle East, or  
   North Africa.   
 
       BLACK =  A person having origins in any of the black racial groups of Africa. 
 
       ASIAN = A person having origins in any of the original peoples of the Far East,  
                                  Southeast Asia, or Indian subcontinent. 
 
       AI/AN = American Indian or Alaskan Native - A person having origins in any of the original  
           peoples of North, Central, and South America. 
 
       NH/PI = Native Hawaiian or other Pacific Islander - A person having origins in any of the original  
           peoples of Hawaii, Guam, Samoa, or other Pacific Islands. 
 
       Other = A person having origins other than those listed above.  
 
8. Ethnicity - Place a check mark in the appropriate box for the client’s ethnicity. 
  Hispanic = A person of Cuban, Puerto Rican, South or Central American, or  
     other Spanish culture or origin, regardless of race. 
 
     Non-Hispanic = A person of a non-Spanish culture or origin.  

 
9. Marital Status - Place a check mark in the appropriate box.  
               Single = A person who has never been married. 
                         Married = A person who currently has a legal spouse. 
              Divorced = A person whose relationship with a spouse has legally been terminated. 
              Separated = A person who is currently married, but no longer a cohabitant with their  
           spouse. 
                              Widowed = A person whose spouse is deceased. 
 
10.   Pre-Counseled - Place a check mark in the appropriate box. Check yes if client received HIV prevention          
        counseling. Each client must receive an initial prevention counseling session before being tested. 
 
11.  Previously Tested for HIV? - Based on the client’s record or self report, check one of the following 

choices that best characterizes the clients experience with HIV testing: 
 a. No - Evidence suggests that the client has never tested for HIV before 
  
 b. Yes, Negative - Client history or self-report reflects an HIV negative test result history. 
  
 c. Yes, Positive - Client history or self-report reflects an HIV positive test result history. 
  
 d. Yes, Inclusive - Client history or self-report indicates an inconclusive HIV test result. 

 
e. Yes, Unknown - Client history or self-report indicates having been HIV tested before, but the client     
                               is unsure of their result and the result cannot be verified. 
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12. Site Type - Place a check mark in the appropriate box describing the client’s point of service. 
   STD = Sexually Transmitted Disease Clinic 

   ATS = Anonymous Testing Site 
             DCJ  = Detention Center, Jail  
             FP = Family Planning Clinic 
  OB = Obstetrical Clinic 
  AHC = Adolescent Health Clinic 

   Field = Specimen was Collected off-site 
  MH =  Maternal Health Clinic 
  TB = Tuberculosis Clinic 
  GMC = General Medical Clinic 
  CHC = Neighborhood/Community Health Clinic 
  DTC = Drug Treatment Center 

 
  Other - Print one of the following three letter codes on the line provided for any site not listed above:  

  GYN = Gynecological Clinic 
  HMS = Homeless Shelter 
  MIG = Migrant Clinic 
             SHC = Student Health Clinic 
  OME = Office of Chief Medical Examiner 

                ASO = AIDS Service Organization 
     IHI = In Home Intervention 
   WPC = Walk in Pregnancy Clinic 

             MIL = Military 
             PMD = Private Medical Doctor 
                     SOI = Street Outreach Intervention 
 Note - If a site type is not listed in either of the section above, select a category that best reflects the  
 client's reason for visit or the service provided.  Use only the codes listed here.  Do not make new ones. 

 
13.  Physician/Provider Name and Address - Enter the name of the clinic/agency/health department/or other        
       provider, complete mailing address, and zip code for the facility, which should receive the test results. If  
       handwritten, please write legibly and press down firmly. If using a pre-printed stamp, please do not obscure  
       any of the other fields. If the pre-printed information obscures the other fields, it makes reading and    
       performing data entry difficult.  
 
14.  Counselor # - Use one of the following three digit counselor numbers that best describes your work title    
       and enter the three-digit counselor number on the space provided. 
           400 - Public health nurses, outreach providers, community based organizations. 
                      500 - Substance abuse counselors / nurses use  
           Health counselor - use assigned worker number 
 
15.  Clinic Code - Enter the FIPS code for the locality in which the clinic resides or the area where the     
       specimen was collected. (See the attached listing for sites in your district). 
     
16.  Testing Reason - Check one reason that best describes the client’s circumstances for accepting an HIV test.     
       This information will be utilized to determine the effectiveness of our client referral and epidemiologic staff    
       referral of individuals for testing. Please note that this information may vary from that of "Risk Status." 
 

a. Volunteer - Client was a walk-in or volunteered for testing. 
 
b. Client Referral - Client was tested because their sex and/or IDU partner referred them 

personally. 
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c. Provider Referral - Client was tested or retested because a Health Department Health  
    Counselor, Public Health Nurse, or other HIV Partner Counseling and Referral Services 
    (PCRS) provider informed the client of their potential exposure to HIV or of their positive 
    HIV test and the provider feels there is a need to be tested or retested. 
 
d. Court Ordered - Client was mandated to be tested by the judicial system.  
 
e. Occupational Exposure - Client possibly exposed in work setting. 

 
    f. Retest - Client has previously tested for HIV and is requesting an additional test.    

 
g. Immigration - Client accepted testing because of an immigration physical. 
 
h. Community Screening - Client accepted testing at an outreach event or health fair.     
 
i. Other - Please specify any reason for testing not listed above. 

 
17.  Since 1978 - Mark all assessed risk factors for the client using the following categories. Note there have    
       been some refinements in the definitions of some of the categories to reflect changes made by the Centers    
       for Disease Control and Prevention.   

 
Mark all that apply 

 
       Sex with Male      Any client who has had sexual relations with a man. 
 
       Sex with Female                                      Any client who has had sexual relations with woman. 

 
       IDU                                                           Any client who has self-injected or received an injection  
                                                                         of a non prescription drug or substance.  
 
       Sex While Using                                      Any client who has had sexual relations while using non-    
       Non-Injecting  Drugs                               injecting drugs, such as alcohol, crack cocaine or cocaine.  
   
       Sex for Drugs/Money                              Any client who has had sexual relations in exchange for    
                                                                         money or drugs.  
 
       STD Diagnosis                                         Any client who identifies as having had an STD.  
  
18.  Additional Risks  - Mark all of the following additional risks that may have been assessed for the client: 
  
       Needle Sharing Any client who identifies as having shared drug injecting  
                                                     paraphernalia since 1978.      
 
       Hemophiliac/Blood Recipient      Any client who has had an injection of whole blood or blood    
               product directly into the blood stream between 1978-1985.  
    Do not include in this category clients whom received  
    immune globulin preparations. 
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Child of Woman with HIV/AIDS   Any child less than 13 years of age whose mother is infected 
    with HIV or has been diagnosed with AIDS.    
 
      Victim of Sexual Assault Any client having to perform an act of sexual intimacy  
  without their consent through use, or threat of use of force, or  
                                                                          when the client is unable to consent because of a physical or  
                                                                          mental disability. 
 
      Health Care Exposure     Any client who identifies as having been possibly exposed in a 

health care setting.   
 
      Multiple Heterosexual Partners              Any client who identifies as having had 10 lifetime  
               heterosexual partners, or three or more heterosexual  
 partners in the previous 12 months. 
                              
      No Acknowledged Risk Any client whose risk exposure is unknown. 
                             
19. Sexual Relations With - Mark all that apply for the client’s assessment about their partner(s) risk for        
      exposure. What type(s) of risky behavior(s) does the client's sexual partner(s) have that may put the client  
      at increased risk for HIV infection? 
                             
     IDU                                             Any client who has had sexual relations with an  injecting  
                                          user of a non- prescription drug or substance.  
 
      Man Who Had Sex with a Man               Any client who has had sexual relations with a man who has  
  had sex with men. 
                                   
      Person with HIV/AIDS Any client who has had sexual relations with a person who  
                             has HIV/AIDS.    
                                 

        Person with Other HIV/AIDS   This category includes any client who has a partner that does 
        Risk     not fall into any of the above risk categories. For example,  
                                                                  sex with a blood recipient or sex with a hemophiliac.  
 
       Multiple Heterosexual Partners Any client who has had sexual relations with a partner who  
    identifies as having 10 lifetime heterosexual partners, or  
    three or more heterosexual partners in the previous 12  
    months. 
 
  Unknown Any client whose partner's risk behavior is not known. 
                                        
20.  Post-Test Counseled - Complete this section, regardless of whether results are provided or not. 
     Check yes, if the client received their test result, enter the date (MM/DD/YYYY) of the post-test prevention  
     counseling session, and the counselor number.  If the result was not provided on a positive HIV test, check  
     no, and enter the date and counselor number.  All positive post-test laboratory slips should be returned to the  
     Division of HIV/STD regardless of whether results were provided to the client. 

    
 
 
 
 
 



  21.  Previous HIV Laboratory Slip # - Enter the previous HIV-1 laboratory slip number for any previous test      
       that the client has had in which the test result was indeterminant or positive. Enter the date of the previous   
       test in the space provided.  (MM/DD/YYYY) 
 
22.  Barcodes/Computer Labels - The three barcodes are identical to the unique HIV-1 laboratory     
       number/patient identification number 

a. Tube - Remove and place lengthwise near the top of the tube.  
    Do not wrap the label around the tube; this prevents the use of electronic  
    scanning devices.  
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          b. Sender Records - Local use as deemed necessary for tracking or other purposes. 
 
          c. HIV Lab - Do not remove. DCLS use only. 
 
23.  Test Results - DO NOT WRITE IN THIS AREA. THIS SPACE WILL BE COMPLETED BY  
                                           THE  DCLS LABORATORY  TECHNICIAN .  
 
EIA SCREEN 
  
 NON-REACTIVE - Negative antibody test result 

 Correct Incorrect 

  
  REPEAT REACTIVE - Two positive antibody EIA screening tests. (Sample will automatically        
   be tested using the confirmatory Western Blot) 
 

UNSATISFACTORY - The test result for this specimen is irreproducible, the quantity of fluid is 
not sufficient  (QNS), the specimen was hemolyzed, or otherwise not fit to test. 
  

SUPPLEMENTAL WESTERN BLOT TEST (CONFIRMATORY TEST) 
   
 NON-REACTIVE - The WB was negative. 

   
                                  REACTIVE - This antibody result is consistent with HIV-1 infection. 
 
                                  INDETERMINATE - The results are inconclusive. Submit another specimen and indicate on  
                           report that it is a repeat. 
 
24. Date Received - The date the laboratory received the specimen for processing. 
 

 25.  Date Report - The date the laboratory performed the test. 
 
 Laboratory Slip Distribution - Send the entire completed HIV-1 laboratory slip to DCLS with the specimen.      
 The barcode marked “Sender Records” can be removed by the collection site for tracking purposes.  After the 
specimen is processed at DCLS, copies of the laboratory slip will be distributed as follows:   
 
          First Copy (Local) - Returned to the testing site and retained on file according to local protocol. 
           
          Second Copy (Post-Test) - Returned to the testing site. Any non-completed data sets should be completed     
          and post-test counseling data is added, as appropriate. When the post-test counseling occurs or after 60   
          days, this copy is forwarded to the Division of HIV/STD for database update. 
 
 
       



 8

          Third Copy (State) - Forwarded by DCLS to the Division of HIV/STD for data entry.  
 
          Fourth Copy (Lab) - Retained on file at DCLS. 
 
Data Report Distribution -  
 
- A report of HIV-1 testing and counseling by clinic type is generated and sent out quarterly. 
- A report of HIV-1 testing and counseling by demographics is generated and sent out twice a year. 
- Special ad hoc reports can be generated from the database.  However, certain limitations may apply.  

Sufficient time should be allotted for requests of such reports. 
 
 
 
 

 
 
 

































































































































































































































District Policies 
 
This section of the HIV/STD Operations Manual is provided so that local Health 
Districts may include District specific policies for their staff as appropriate. 
 





























Internet Sites  
 

Virginia Department of Health 
          www.vdh.state.va.us 

 
   Center for Disease Control and Prevention (CDC) 

 www.cdc.gov 
 

CDC Division of HIV Prevention 
www.cdc.gov/nchstp/hiv_aids/dhap 

 
CDC National AIDS Clearinghouse 

www.cdcnac.org 
 
American Social Health Association under the Center for Disease Control and 
Prevention 

www.ashastd.org/nah/tty.html 
 
United States Government- gateway to health and human services information from the 
U.S. Government 

www.healthfinder.gov 
 
National AIDS Treatment Project- extensive topics related to medical treatment of 
HIV funded by the Henry J. Kaiser Family Foundation 

www.kff.org/archive/aids_hiv/natip/html 
 
Test Positive Aware Network- Publishers of Positively Aware offer information and 
support to allow people with HIV to retain control over their lives. 

www.tpan.com 
 
World Health Organization- Access to World Health Report. Weekly Epidemiological 
Record, WHO publications and library service. 

www.who.org 
 

Minority and HIV Resources 
www.hivinsite.ucsf.edu/topics 

 
HIV Positive.com- can access information on HIV and its effects. 

www.hivpositive.com 
 
 

http://www.vdh.state.va.us/
http://www.cdc.gov/nchstp/hiv_aids/dhap
http://www.ashastd.org/nah/tty.html
http://www.healthfinder.gov/
http://www.kff.org/archive/aids_hiv/natip/html
http://www.tpan.com/
http://www.who.org/






















Miscellaneous 
 
This section of the HIV/STD Operations Manual is provided so that local Health 
Districts may include District specific information for their staff as appropriate. 
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